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Oracle® Retail Omnichannel Cloud Data Service Installation Guide, 16.0.030
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If you need assistance with Oracle software, then please contact your support
representative or Oracle Support Services.
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Oracle local office and inquire about our Oracle University offerings. A list of Oracle
offices is available on our Web site at http://www.oracle.com.
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Preface

The Oracle® Retail Omnichannel Cloud Data Service Installation Guide provides
information about the processing of the Oracle Omnichannel Cloud Data Service
(OCDS) data hub.

This guide is for technical personnel who configure, maintain and support, or use
Oracle Retail Omnichannel Cloud Data Service.

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle
Accessibility Program website at
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to Oracle Support

Oracle customers that have purchased support have access to electronic support
through My Oracle Support. For information, visit
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info or visit
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you are hearing
impaired.

Related Documents

For more information, see the Oracle Retail documentation set.

http://www.oracle.com/technetwork/documentation/oracle-retail-100266.html

Customer Support

To contact Oracle Customer Support, access My Oracle Support at the following URL:
https://support.oracle.com

When contacting Customer Support, please provide the following:

= Product version and program/module name

= Functional and technical description of the problem (include business impact)

»  Detailed step-by-step instructions to re-create

= Exact error message received



= Screen shots of each step you take

Review Patch Documentation

When you install the application for the first time, you install either a base release (for
example, 16.0) or a later patch release (for example, 16.0.030). If you are installing the
base release or additional patches, read the documentation for all releases that have
occurred since the base release before you begin installation. Documentation for patch
releases can contain critical information related to the base release, as well as
information about code changes since the base release.

Improved Process for Oracle Retail Documentation Corrections

To more quickly address critical corrections to Oracle Retail documentation content,
Oracle Retail documentation may be republished whenever a critical correction is
needed. For critical corrections, the republication of an Oracle Retail document may at
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document will simply be replaced on the Oracle Technology Network Web site, or, in
the case of Data Models, to the applicable My Oracle Support Documentation
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For the customer, it means that before you begin installation, you must verify that you
have the most recent version of the Oracle Retail documentation set. Oracle Retail
documentation is available on the Oracle Technology Network at the following URL:

http://www.oracle.com/technetwork/documentation/oracle-retail-100266.html

An updated version of the applicable Oracle Retail document is indicated by Oracle
part number, as well as print date (month and year). An updated version uses the
same part number, with a higher-numbered suffix. For example, part number
E123456-02 is an updated version of a document with part number E123456-01.

If a more recent version of a document is available, that version supersedes all
previous versions.



Oracle Retail Documentation on the Oracle Technology Network

Oracle Retail product documentation is available on the following web site:

http://www.oracle.com/technetwork/documentation/oracle-retail-100266.html

(Data Model documents are not available through Oracle Technology Network. You
can obtain them through My Oracle Support.)

Conventions

The following text conventions are used in this document:
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Meaning

boldface

italic

monospace

Boldface type indicates graphical user interface elements associated
with an action, or terms defined in text or the glossary.

Italic type indicates book titles, emphasis, or placeholder variables for
which you supply particular values.

Monospace type indicates commands within a paragraph, URLs, code
in examples, text that appears on the screen, or text that you enter.
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Introduction

Oracle Omnichannel Cloud Data Service (OCDS) is a data hub, enabling Oracle Retail
Merchandising and Pricing applications to share foundation data with Oracle Retail
Omnichannel applications. OCDS contains the following components:

= BDI Batch Job Admin - Enables in-bound data flow into OCDS using Oracle Bulk
Data Integration (BDI) technology. Job Admin has a User Interface (UI) to support
the management of BDI batch Jobs.

= RIB Injector - Enables in-bound data flow into OCDS from the Oracle Retail
Integration Bus (RIB).

= ORDS - Enables out-bound data flow from OCDS to Omnichannel Applications
through the use of RESTful web services.

Figure 1-1 OCDS Components

Omnichannel
Applications

o o XSTR 0B

REST/SOAP

0cDs

Weblogic 12.2.1.3.0

OLDS5 BDI Job Admin

OLS0 [ORDS) Web Services T REST

Oracle Database 12¢

OCES Interface Schema

ORDS 18.2
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OCDS Topology

OCDS Topology

The diagram below illustrates the basic deployment topology for OCDS. Alternatively,
each OCDS component can be hosted in its own WebLogic Managed Server.

Figure 1-2 Basic Deployment
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HTTPS [443]
% e cron % prs i

T
s0L[1521]

BOIJA

Omnichannal Apps

Container Database (CDB)
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OCDS-FDB
1

s BDI-JA: OCDS (BDI) Job Admin is the interface between the Oracle Retail Bulk
Data Integration and OCDS, enabling BDI data to flow into the OCDS database.

= RIB-INJECTOR: OCDS (RIB) Injector is the interface between RIB infrastructure
and OCDS; it listens for SOAP-based RIB messages containing incremental
changes to data initially populated through BDIL

= ORDS: The OCDS (ORDS) Web Service exposes the data managed by OCDS to
Omnichannel applications.
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Technical Specifications

Oracle Omnichannel Cloud Data Service (OCDS) has several dependencies. This
section covers these requirements.

Requesting Infrastructure Software

If you are unable to find the necessary version of the required Oracle infrastructure
software (database server, application server, WebLogic, and so on) on the Oracle
Software Delivery Cloud, you should file a non-technical Contact Us Service Request
(SR) and request access to the media. For instructions on filing a non-technical SR, see
My Oracle Support Note 1071023.1 - Requesting Physical Shipment or Download URL for
Software Media.

Server Requirements

The table below lists the server requirements

Supported On Versions Supported

Database Server OS  OS certified with Oracle Database 12¢ (12.1.0.2) Enterprise
Edition. Options are:

s Oracle Linux 6 or 7 for x86-64 (Actual hardware or
Oracle virtual machine).

= Red Hat Enterprise Linux 6 or 7 for x86-64 (actual
hardware or Oracle virtual machine)

= IBM AIX7.1 (actual hardware or LPARSs)

= Solaris 11.2 Sparc (actual hardware or logical
domains)

Technical Specifications 2-1



Installation Sequence

Supported On Versions Supported

Database Server 12¢  Oracle Database Enterprise Edition 12¢ (12.1.0.2) with the
following specifications:

Components:
= Enterprise Edition

= Examples CD (formerly the companion CD)

Oneoff Patches:

n 20846438: ORA-600 [KKPAPXFORMFKK2KEY_1]
WITH LIST PARTITION

n Patch 19623450: MISSING JAVA CLASSES AFTER
UPGRADE TO JDK 7

= 20406840: PROC 12.1.0.2 THROWS ORA-600 [17998]
WHEN PRECOMPILING BY 'OTHER' USER

Other Components:
= Perl interpreter 5.0 or later
= X-Windows interface

= JDK 1.8 with latest security updates 64 bit

Application Server OS certified with Oracle Fusion Middleware 12c. Options
(O are:

»  Oracle Linux 6 or 7 for x86-64 (Actual hardware or
Oracle virtual machine).

= Red Hat Enterprise Linux 6 or 7 for x86-64 (actual
hardware or Oracle virtual machine)

= IBM AIX7.1 (actual hardware or LPARSs)

= Solaris 11 Sparc (actual hardware or logical domains)

Application Server ~ Oracle Fusion Middleware 12¢ (12.2.1.3.0)
Components:
= Oracle WebLogic Server 12c (12.2.1.3.0)
= Java: JDK 1.8+ latest security updates 64 bit
Patches:

»  Patch 22648025: ILLEGALSTATEEXCEPTION WHEN
INVOKING A WEBSERVICE/EJB IN WLS 12.2.1
(Oracle support account required)

Minimum required  JDK 1.8+ latest security updates 64 bit
JAVA version for all
operating systems

Installation Sequence

It is recommended that the installation of OCDS is performed in the order presented in
this guide.

1. Create OCDS Schemas.

2. Create a WebLogic Domain.

3. The following OCDS components can be installed and deployed in any order:
= Install and deploy OCDS (BDI) Job Admin.
» Install and deploy OCDS (RIB) Injector.
= Install and deploy OCDS (ORDS) Web Services.
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Software Dependencies

Software Dependencies

The installation and operation of Oracle Omnichannel Cloud Data Service (OCDS)
depends several Oracle and third-party software, in addition to the OCDS distribution
files. The following should be performed before starting the OCDS install process.

s Install Java JDK 8 or later.

= Install Oracle Database 12¢ (Release 12.1.0.2).

= Download Oracle Fusion Middleware (WebLogic 12.2.1.3.0).

= Download Oracle REST Data Services 18.2 (ords-18.2.0.zip).

https://www.oracle.com/technetwork/developer-tools/rest-data-services/d
ownloads/ords-download-182-5101690.html

Technical Specifications 2-3
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Software Dependencies
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OCDS Schemas

This chapter describes the instructions for building the OCDS schemas on an Oracle
12c Pluggable Database (PDB).

Prerequisites
1. Oracle Database 12c (Release 12.1.0.2) has been installed.
2. Container Database (CDB) has been created.
3. Pluggable Database (PDB) for OCDS schema has been created.
4. Configured ORDS 18.2 for the OCDS database:
= Set the location of the ORDS configuration files
java -jar ords.war configdir </path/to/ords/config>
= Configure database connection to the OCDS database
java -jar ords.war setup --database <database name>
= Configure the request routing rule for OCDS services

java -jar ords.war map-url --type base-path <path prefix>
<database name>

5. The two OCDS database users have been created with the following names:
m ocds_ifc

m ocds_txn

Preparation

Perform the following procedure to prepare for these schema creation of the OCDS
database. This archive file contains scripts to populate the two OCDS schemas, enable
and secure the OCDS REST services.

s Unzip ocds-database-creation.zip

Database Schema Population
Perform the following procedure to populate each of the OCDS schemas.
1. Execute each schema's db-define script as a DBA role database user:
a. Specify OCDS database as container.

- alter session set container = <database name>;

OCDS Schemas 3-1



Enable REST Services on OCDS Database

b. Execute each db-define:
- <database scripts root folder>/scripts/ocds_txn/db-define.sqgl

— <database scripts root folder>/scripts/ocds_ifc/db-define.sqgl

Enable REST Services on OCDS Database

Perform the following procedure to enable the OCDS web services on the ocds_txn
schema.

= Execute the enable-rest script as the ocds_txn database user.

<database scripts root folder>/scripts/ocds_txn/enable-rest.sqgl

Secure OCDS Web Services on OCDS Database

Perform the following procedure to secure the OCDS web services on the ocds_txn
schema.

= Execute the secure-rest script as the ocds_txn database user.

<database scripts root folder>/scripts/ocds_txn/secure-rest.sqgl
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WebLogic Middleware

This chapter describes the procedure for installing and creating the WebLogic
Middleware needed to host OCDS.

Installing WebLogic

Obtain WebLogic 12¢ (12.2.1.3.0) by visiting the Oracle Technology Network and
taking the following steps.

1.

10.
1.
12.

Find fmw_12.2.1.3.0.0_infrastructure_Diskl_lofl.zip and download this file
to your system.

Extract the contents of this zip file to your system. You will use the fmw_
12.2.1.3.0.0_infrastructure.jar file to run the installer.

Run the installer by executing the jar file:

java -jar fmw_12.2.1.3.0.0_infrastructure.jar
The Welcome window appears.

Click Next. The Auto Updates window appears.

Select the appropriate radio button and click Next. The Installation Location
window appears.

Click Browse to select the Oracle Home location where the WebLogic Server is to
be installed.

Click Next. The Installation Type window appears.

Select Fusion Middleware Infrastructure (JRF and Enterprise Manager) and click
Next. The installer performs the pre-requisite checks and ensures all required
conditions are satisfied.

When the prerequisite check completes successfully, click Next. The Security
Updates window appears.

Provide information and click Next.
Click Install. The Installation Progress window appears.

Click Next when the installation completes. The Installation Complete window
appears.
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Creating Schemas with the Repository Creation Utility (RCU)

Creating Schemas with the Repository Creation Utility (RCU)

The installation of OCDS Job Admin and Injector components requires the existence of
schemas in a database prior to installation. These schemas are created and loaded in
your database using the Repository Creation Utility (RCU).

This section describes the instructions for running the RCU. See the Oracle Fusion
Middleware documentation for detailed instructions on using the RCU.

The following steps will create Oracle AS Repository Components for:
s Common Infrastructure Services

= Oracle Platform Security Services (includes Audit Services)

= WebLogic Services

1. Launch the rcu from ORACE_HOME/oracle_common/bin.

2. Click Next.
Figure 4-1 Welcome Screen

Repository Creation Utility - Step 10f 8

. —
Repository Creation Utility ORACLE i’ !i‘
FUSION MIDDLEWARE

+ Welcome to Repository Creation Utility 12.2 1.3 0 for Oracle Fusion Midollewars.

I Creats R o The Rispository Creation Utility enablss you o create and drop database schemas that are required for
reale Risposi Oracle Fusion Middleware preclucts.

Copyright @ 1996,2017, Oracle andfor it affiliates. All rights reserved.

Help Next = Cancel

3. Select System Load and Product Load, then click Next.
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Creating Schemas with the Repository Creation Utility (RCU)

Figure 4-2 Create Repository Screen

Repository Creation Utility - Step 2 of 8

Repository Creation Utility

FUSION MIDDLEWARE

Welcome
%) Create Repository

Create Repository Create and load componsnt schemas into a databass

Database Connection Details

5 Bystem Load and Frodiuct Load
I have DBA privilages.

Select Components

Schema Passwords

Map Tablespaces
() et Prepare Scripts for System Load

(—€———C—€—E

ORACLE

i

Repository Creation Utility

FUSIDN MIDDLEWARE

Welcome

Datagase Type Cracle Database

Create Repository

Database Connection Details Connection String Format: 5 Connsction Paramsters
Select Components

Schema Passwords

C—€—€—€—€ @

Map Tablespaces pcsibams: examais

Summary Fort 1521
Service Name locdlspalb
Username =
Password:  [mee
B0z SYSDBA

Connsttion String

“For RAC database, specify VIF name or one of he Nods nameas Host name.

For SCAN enabled RAC database, specify SCAN host as Host name.

< Back

Next »

5. Click OK after prerequisites check completes.

Summary Create scripts for DBA to run later
Feriorm Product Load
System Load scripts have been run by DBA
Dtop Repository
Femove component schemas from a database,
Help <« Back Neat = Cancsl
4. Enter database credentials.
Figure 4-3 Database Connection Details Screen
3 Re pository Creation Utility - Step 3 of 8
ORACLE

&)

Cancel
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Creating Schemas with the Repository Creation Utility (RCU)

Figure 4-4 Database Connection Details - Checking Prerequisites

k. Repository Creation Utility - Step 3 of & =)
L
Repository Creation Utility _ORACLE
FUSION MIDDLEWARE
 Welome
T Database Type: Oracle Databass -
Create Fispository
T
@ Database Connertion Details Connection String Format: (5, Connection Parameters Connestion String
\‘r Select Components
\_r Schema Passwords
¢ Map Tablesmaces Host Name: xemole
o Sumna Repository Creation Utility - Checking Prerequisites v X
Checking Global Prereguisites
| Initializing repository configuration metadata 00:03.518(sec)
o Obtain properties of the specified database 00:00.105(ms)
o Check requirement for specified database 00:01.410(sec)
[ -
Cperation completed. Click OK to continue to next page.
OK
Help <Back || Next~ Cancel

6. The database object created by the RCU will be used during the installation of

OCDS (BDI) Job Admin and the OCDS Injector. Choose an appropriate prefix. In

addition to the defaults, check the box for Oracle Platform Security Services.

Important: Keep track of the Prefix, Schema Owner names, and
Passwords used in RCU, they will be needed to deploy OCDS
components.

Figure 4-5 Select Components Screen

Repository Creation Utility - Step 4 of 8

Repository Creation Utility ORACLE i i‘
FUSION MIDDLEWARE

| Spacify a unigque prefix for all schemas created in this session, &0 you can sasily locate, reference, and manage the
Welcome schemas later.

Create Reposito

Database Connection Details

Select Components ») Create new prefix: ocDs|
Schema Passwords Alpha numeric only. Cannot start with a number. No spatial characters
Map Tablespars

e Component Schema Owner
Summary =[] Oracle AS Repository Components

SEAS Common Schemas

—€—€—€———F —

[ Common Infrastructure Services *

[FACracle Platiorm Security Services

[ClUser Messaging Service UMS
FAudit Services

[FAudit Services Append

[AAudit Services Yiewer

OMetadata Services MDg
[AWeblogic Services * QCDS_WLS
* Mandatory o Mandatory o
Help <Back || Next» Cancel

7. Click Next after Checking Component Prerequisites completes.

4-4 Oracle® Retail Omnichannel Cloud Data Service Installation Guide



Creating Schemas with the Repository Creation Utility (RCU)

Figure 4-6 Components - Checking Prerequisites
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8. Click OK, enter password, and then click Next.

Figure 4-7 Schema Passwords Screen
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} Defins passwords for main and auxiliary schema ussrs

Welrome
Create Reposito 3 Use same passwords for all sshemas
Database Connsction Details Fassword: frvere]
Alpha numeric: only Cannot start with 2 number.
Select Components No special characters except: 5, #, _

Schema Passwords

Map Tablesraces Confirm Password

Summary Use main schema passwords for auxiliary schemas

C—€—€—HET€—E—F—¢

Specity different passwordis for all schemas

Help <Back || Neat» Cancel

9. Click Next to accept Default Tablespaces, or click Manage Tablespaces for
advanced handling, then click Next.
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Creating Schemas with the Repository Creation Utility (RCU)

Figure 4-8 Map Tablespaces Screen

Repository Creation Utility - Step 6 of 8

Repository Creation Utility ORACLE i !i‘
FUSlON MIDDLEWARE

! Default and temporary tablespaces for the seleried components appear in he table beiew.
Welcome To create new tablespaces or modlify existing tablespaces,use the Manage Tablespaces Bution

Create feposito|

/]l_’\ Database Connection Details Manags Tablsspaces
w Select Componsnts
T Component Schema Owner Default Tablespace Terp Tablespace
e Common Infrastructure §.. OCDS_STE “CCD8_STE “CCDS_IAS_TEMP
rs Cracle Platiorm Securlty .| OCDS_OPSS “OCDS_IAS_OPSS “OCDS_IAS_TEMP
T Map Tablespaces Audit Services oCDS AU S0CDS_IAU “OCDS_|AS_TEMP
o Summar Audit Services Append | OCDS_IAU_APPEND |*OCDS_IAU “OCDS_IAS_TEMP
Audlit Services Viewer | OCDS_JAU_VIEWER | *OCDS_JAU “OCDS_IAS_TEMP
Weblogic Services CCDS WLS YOCDS WLS “OCDS_IAS_TEMP

* Default tablespaces {specified in the configuration files) are lo be created upen confirmation

Help <Back | MNext» GCancel

10. Click OK to confirm.

Figure 4-9 Confirm Tablespaces Prompt

Repository Creation Utility - Step 6 of 8

Repository Creation Utility ORACLE ‘ !i‘
FUSlON MIDDLEWARE

| Default and temporary tablespaces for he selerted components appear in the kable below,
Welcome To create new tablespaces or modify existing tablespaces,use the Manage Tablespaces Bution

Create Repository

T
/:F Database Connection Dietails Manage Tablespaces
& Select Components
T Component Schema Owner Default Tablespace Temp Tablespace
|k Sneait Common Infrastructure S.. GCDS_STE “GCDS_STE “CCDE_IAS_TEMP
. Oracle Platiorm Security .. OCDS_OPSS “OCDS_IAS_OPSS “OCDS_IAS_TEMP
T Map Tablespaces Audit Services OCNS AL AOCMS JALL *OCDS_IAS_TEMP
"‘f Summary Audit S Repository Creation Utility - Confirmation |~ x “QOCDS_IAS_TEMP

AuditS “OCDS_IAS_TEMP

Weblog “OCDS_IAS_TEMP

Any tablespaces that de notalready existin the
? selecteol schemas will be created

Click OK to creats tablespaces.
Click Cancel fo return to the wizard

oK Cancel

* Default tablespaces {specified in the configuration files) are to be created upon confirmation

Help <pack | MNext» Cancel

11. Click OK to continue.
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Figure 4-10 Creating Tablespaces Progress Bar

k. Repository Creation Utility - Step 6 of 8

Repository Creation Utility ORACLE E !i‘
FusION MIDDLEWARE

Default and temporary tablespaces for the sslected components appsar in the tabls below.
Welcome To craate new tablespaces or modlify sxisting tablespaces,use the Manage Tablsspaces Button

Create Repository

/}; Database Connection Details Manage Tablespaces
Select Components
T Component Schema Owner Default Tablespace Temp Tablespace
e Peesonds Common Infrastructure S... QCDS_STB “OCDS_STE *QCOS_IAS_TEMP
! Oracle Flafform Securiy .. | OCDS_GPSS “OCDS_IAS_OFSS “OCDS_IAS_TEMP
o MapTablespaces | [ TEEST RN TAARATIATT SAASIAS TEMP
+ P Repository Creation Ulility Crealing Tablespaces v % )8TIAS TEMP
S_IAS_TEMP
Validating and Creating Tablespaces ISIAS_TEMF
| Check tablespace requirements for selected components 00:00.101 {ms)
o Create tablespaces in the repository database 00:01.5068(sec)
[
Operation completed. Click OK to continue to next page,
oK
* Default tablaspaces (specified in the configuration files) are to be created upon confirmation
Help < Back Next = Cancsl

12. Click Create.

Figure 4-11 Repository Creation Utility Summary Screen

k Repository Creation Utility - Step 7 of 8
Repository Creation Utility ORACLE
FUSION MIDDLEWARE
T Waloome " Databass details:
4 Create Repositol Host Name [—
. Databass Connection Details Port 1621
T Select Components Service Name QCDSPDB
! Schema Fasswords Comecterd As <R
T Operation System and Data Load concurrently
 Map Tablssrases
\L Summary Frefix for [prefivable) Schema Cwners aleinl)
;
Component Schema Owner Tablespace Type Tablespace Name
Common Infrastructurs Services OCDS_STR Default OCDS_STB
emp OCDS_IAS_TEMP
Additional [None]
Cracle Flattorm Security Servicss  OCDS_OPSS Dafault OCDS_IAS_OPSS
Temp OCDS_IAS_TEMP !
Addlitional [Nane] §\
33
Audlit Services OCDE_IAU Default OCDS_IAU
smp OCDS_IAS_TEMP
Addtional [None]
Audlit Services Append OCDS_IAU_AFFEND  Default OCDS_IAU
1 OCDS_IAS_TEMP
Additional [None]
Audlit Services Viewsr OCDS_IAU_VIEWER Dafault OCDS_IAU
emp OCDS_IAS_TEMP
Additional [None]
Wablogic Services OCDS_WLS Dafault OCDS_WLS
Temp OCDS_IAS_TEMP |+
Save Fissponss File
Help <Back Craate Cancsl

13. Click Close when Repository Creation has completed.
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Figure 4-12 Completion Summary Screen

Repository Creation Utility - Step 8 of 3

Repository Creation Utility

" Datatase details:

Host Name axomgle

Fort 1521
Service Name OCDSFDB
Connatted As sys
Cperation Sy stem andl Data Load concurrently
Execution Time 1 minute 22 seconds
\;, Compiction Summary RCU Logile AmpRCU201&-10-22_12-03_1243880131/logsfreu.log

Component Log Direclery  [tmp/RCU201&-10-22_13-03_1242860131/logs

View Log rcu.log

Frefix for (prefixable) Schema OCDS
Cramers

Component Status
Commen Infrastructure Services Success
Cracle Platiorm Security Services Success
Audlit Services Success
Audlit Services Appendl Success
Audlit Services Viewer Success
Weblogic Ssrvices Success

Help

Creating a WebLogic Domain with JRF

ORACLE e
FUSION MIDDLEWARE

Time
00.09.242(sec)
00:14 866 {sec)
00:12.474{sec)
00:09.204(sec)
00:10.127(sec)
00:13 509 {sec)

Logfils(Click to view)
stb.log
opss.log
aulog
iau_append.log
fau_viewer.log
wislog

Close

This section describes instructions for creating a new WebLogic domain with JRF, and
instructions to create a managed server into which the OCDS Job Admin, Injector, and

ORDS components can be deployed.

Prerequisites

The installation of OCDS components requires the existence of schemas in a database
prior to installation. These schemas are created and loaded in your database using the
Repository Creation Utility (RCU). OCDS requires Oracle WebLogic server 12¢
(12.2.1.3.0), built with Java 8 (JDK 1.8 64 bit with the latest security updates).

The minimum recommended Java VM memory setting for the OCDS application

domain is:

-Xms1024m -Xmx2048m

If re-creating a domain using the same RCU schemas, and those schemas are not in
ocds_* tablespaces, then run RCU to drop old RCU schemas.

WebLogic Domain Creation

Perform the following procedure to create a WebLogic Domain with one Managed
Server. OCDS can be installed on more than one managed server if preferred.

1. Launch the Fusion Middleware Configuration Wizard from ORACLE_HOME/oracle_

common/common/bin.

2. Select Create a new Domain, and enter the domain location.
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Figure 4-13 WebLogic Create Domain Screen

Configuration Type

=3 Create Domain
Templates
T Administrator Account
T Domain Mode and JOK
)T\ Adtvanced Configuration
Configuration Summary
@
Cenfiguration Progress

Ena Of Configuration

Fusion Middleware Configuration Wizard - Page 10of 8

ORACLE
FUSION MIDDLEWARE

Wihat do you want fo do?

5 Creats a new domain

Upclate an sxisting domain

Domain Location: | fud, i ooalsh _clamain

Createa new domain

Neat »

Browse

Cancel

Select Oracle Enterprise Manager to cause the Oracle JRF and WLS Coherence

Cluster Extension templates to be selected, in addition to the Basic WebLogic
Server Domain template.

Figure 4-14 Templates Screen

Templates

i, Create Domain
) Templates

Application Location
Administrator Account

Domain Mode and JDK
Databass Configuration Typs
Compenent Datasources
JOBC Test

Achvanced Configuration
Configuration Summary

Configuration Frogress

- —f——————¢

End Cf Configuration

Help

Fusion Middleware Configuration Wizard - Page 2 of 12

ORACLE

FUSION MIDDLEWARE

5 Create Domain Using Procuct Templates:

Filter Templates:
Includlsall sslectsd templates

Available Templates

Basic Weblogic Server Domain - 12.2.1.2.0 fwlserver]

Cracle Enterprise Manager - 12.2.1.:2.0 [em]

Cracls Enterpriss Managsr-Restrictsd JRF - 12.2.1.3.0 [am]

Oracle Ussr Messaging Servics Basic- 12.2.1.3.0 [oracls_common]

Cracle JRF SOAP/MS Web Services - 12.2.1:3.0 [oracle_common]

Cracle RAS Session Service - 12.2.1.0 [oracle_common]

Cracls WSM Policy Managesr - 12.2.13 [oracls_common]

Cracls JRF - 12.2.1:3.0 [oracls_common]

Cracle Restricted JRF - 12.2.1.2.0 [oracle_commen]

WebLogic Advances Web Services for JACWS Extension - 12.2.1.3.0 feracle_tommon]

MT - Oracle OPSS REST Servics Application - 12.2.1.3 foracls_common]

Oracls OPSS REST Servics Application - 12.2.1:3 [oracle_common]

WebLonic Advancest Web Services for JACRF C Extension - 12.2.1.2.0 loracle commen

<

<

Creats Domain Using Custom Template:

<Back Next >

4. Select the application location.

%) |

Includs all previously applisd templates

Cancsl
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Figure 4-15 Application Location Screen

r

Application Location

Create Domain

Templates

Application Location
Administrator Account
Dormain Mods and JOK
Database Configuration Type

Component Datasources
JDBC Test

Advanced Configuration
Configuration Summary

Configuration Progress

(S ————E

End Of Configuration

Fusion Middleware Configuration Wizard - Page 3 of 12

ORACLE
FUSION MIDDLEWARE

e

Domain name: ccols_domain
u01Awebadmin/procluctsivls_ocdsiiomains

Application location: | /uD1iwebadmin/productsiwls_ccd shpplicationsiocdls_domain

Domain location:

Browse

< Back Next = Cancel

5. Create a WLS Administrator account.

Figure 4-16 Administrator Account Screen

e 4

Adminisirator Account

Create Domain
Templates

Application Location
Administrator Account

Domain Mode and JOk
Databass Configuration Typs

Compoenent Datasources
JOBC Test

Acbvanced Configuration
Configuration Summary

Configuration Frogress

(€ —F—€—C——C— O~

End Cf Configuration

Help

Fusion Middleware Configuration Wizard - Page 4 of 12

ORACLE

FUSION MIDDLEWARE

%)

Nama wisblogic

Fassword

Caonfirm Fassword

Must be the same as the password. Password must contain at least & alphanumeric characters with at 1sast one number
oF special character.

<Back Next > Cancel

6. Choose a domain mode.
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Figure 4-17 Domain Mode and JDK Screen

r

Domain Mode and JDIC

Create Domain
Templates

Application Location
Administrator Account

e

i) Domain Modeand JDK
l Databass Configuration Typs
ik Component Datasourcss
! JDBC Test
T Adwanced Configuration
)\]: Configuration Summary
Configuration Frogress

End Cf Configuration

Help

Fusion Middleware Contiguration Wizard - Page 5 of 12
ORACLE
FUSION MIDDLEWARE

Utilize boot properties for usermame and password, and poll for applications e deploy

Domain Mode

o Development

Erodluction
Require the entry ofa username and password, and do not poll for applications o deploy.

JDK
3 Oracle HotSpot 1.80_73 fu01Avebadimin/software/jolk].8.0_73

Other JDK Location:

<Back Neat > Cancel

7. Specify the RCU AutoConfiguration. The Schema Owner was created during the
RCU step. Complete the form and click the Get RCU Configuration button.

Figure 4-18 Database Configuration Type Screen

k

Database Configuration Type

Greate Domain
Templates

Application Location
Account

Fusion Middleware Configuration Wizard - Page 6 of 12 > %

ORACLE
FUSION MIDDLEWARE

1| Specity AutoConfiguration Options Using

» BCU Data. Manuzl Configuration

Emer the catabase connection details using the schema credentials corresponding fo Common Infrastructure Services

Domain Mode and JOK

) Databass Cenfiguration Type
Component Datasources
JDBC Test
Adwancad Configuration
Configuration Summary

Configuration Frograss

Endl Cf Configuration

Help

n the Repository Creation Utility, The Wizard uses this connection fo automatically configure the

required for in
Vendor: | Oracle ~| Driver: | *Cracle's Driver (Thin) for Service connections; Versions....w
%) Connection Farameters Connection UFL String

Host Name: | eemale
DBMS/Service: | ocolspdb Fort | 1821

Schema Owner:  OCDS_STHB Ghema Password: | reeeees|

Get RCU Configuration

GConnection Result Log

Click *Get RCU Configuration® button to test the connection and activate the *Next® button.

< Back Cancel

8. Click Next, if the Connection Result Log is error free.
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Figure 4-19 Database Configuration Type Screen - Displaying Result Log

9.

&

Database Configuration Type

Fusion Middleware Configuration Wizard - Page 6 of 12

ORACLE

FUSION MIDDLEWARE

O

Create Domain 1
Templates
Application Location

Account

Specify AuteConfiguration Options Using

5 RCU Data Manual Configuration

Entar the databass connaction details using the schema credentials correspanding fo Common Infrastructure Services

Domain Mode and JOK

Database Configuration Type
Compoenent Datasources

JOBC Test

Acbvanced Configuration

Configuration Summary

Configuration Frogress

—(—:(—(—(—(—( ——

End Cf Configuration

in ths Riepository Creation utmw The Wizard uses this connsction to automatically configurs the
required for

‘Wendor: |Oracle w  Driver. *Oracle’s Driver (Thin) for Service connections, Versions...w

+) Connection Parameters Cennedion URL String

Host Name:

avampla

DBMS/Service: | ocalspab Port: 1621

Schema Owner.  OCDS_ETB Schema Fassword,

Get RCL Configuration

Connection Result Log
e -
Fistrigving schema data from database server Ok

Binding local schema components with retrieved data.. 0K

Successtully Done.

Help

Accept defaults, then click Next (unless you need to edit schema passwords

Click "Next' button to continus.

<Back Next > Cancel

because they are not all the same).

Figure 4-20 Component Datasources Screen

10. Test the selected connections. If all connections are successful, click Next.

JDEC Component Schema

Create Domain
Templates

Application Location
Administralor Account
Dornain Modeand JDK

Datatase Configuration Type

g
I
:
g
i
i

JOBC Test
Advanced Configuration
Cenfiguration Summary

Configuration Frogress

€ F € @ € € e F )

End Of Configuration

Fusion Middleware Configuration Wizard - Page 7 of 12

ORACLE
FUSION MIDDLEWARE

®)

Edits to the data above will affect all checked rows in the table below.

Component Schema | DBMS/Service|  Host Name Fort | Schema Owner| Schema Password
LocalSvcThl Schema | OCDSFDB | cuomele 1621 | OCDS_STB
WLS Schema OCDSFDB 1521 | OCDS_WLs_F
OFSS Audit Schema | OCDEFDB 1521 | OCDE_IAU_AF .
OFSS Audit Viewer Sch | OCDEFDB 1521 | OTDE_IAU_VII| revereer
OF 5 Schema OCDSFDB 1521 | OCDE_OPES | revereer
< Back Next » Gancel
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Figure 4-21 JDBC Test Screen

Fusion Middleware Configuration Wizard - Page 8 of 12

JDBC Component Schema Test ORACLE
FUSION MIDDLEWARE
k

T Create Domain o [v] Status Component Schema et JDBC Connection URL
’T\ Templates v | « | LocalSvcThl Gchema jdbcotaclethin@H eemse  11521/0CDEFDE
N —— V)| & |WLS Schema dbooraclethin@H esmpe  1521/0CDEFDE
T v|| « |OPSS Audit Schema [dbcoraclethin:@# eramsie 1521/0CDSPDB
Adiministrator Account
T e V|| « |OPSS Audit Viewer Schema Jdbooraclethin @ eompie  1521/0COSPDB
T Demain Mede and JOK V|| « |OPSS Schema jdlbcoraclethin: @i exemee  15211OCDSFDE
T Database Configuration Type
7 Component Datasoures
& JDBC Test
+ Adtvanced Configuration
@ Configuration Summary Test Selected Connections
Configuration Progress Connection Result Log
. Compenent Schema=LocalSveTbl Schema E
End Ct Configuration Driver—oracle.jolbe.CracleDriver B
URL=jolbcoraclethin@f 1E21/0CDEFDB
User=0CDS_STB
Password ="
SQL Test=5ELECT 1 FROM DUAL
CFGFWK-84213: Test Sucoesstul!
CFGFWK-84213: JDBC connection test was successtul
CFGFWK-64213: No action required -
| »

Help <Back Neat = Cancel

11. Select the settings according to the deployment topology and click Next. The
Managed Server is shown here.

Figure 4-22 Advanced Configuration Screen

‘k Fusion Middleware Configuration Wizard - Page 9 of 21

Advanced Configuration ORACLE
FUSION MIDDLEWARE

| Administration Server
Modlify Settings

ol
&
i
o
5
=
[
|

—
o
Ef
I
3

Application Location
Administrator Account | Hode Manager

Domain Mode and JOK Configure Nede Manager

Database Configuration Type | Topology
nent Datasource: Add, Deletsor Modify Settings for Managsd Sarvers, Clusters, Virtual Targsts and Cohsrence

Domain Frontend Host Capture
Configurs Demain Frontend Host

g‘zg
g =
i e
El
E“.
8
H b3

D Services
Nocls Manarter Target to Servers or Clusters

Coherence Clusters

=
2

s

<
=
=8
&
@

Partitions

g
5
g
&
E]
H
B

- —(——(———~ ——————
o
i
<
T

Configuration Frograss

Fool O Confinnration 7
Help = Back Next = Cancsl

12. Choose the server name and ports, and enable SSL. Then click Next.
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Figure 4-23 Administration Server Screen

k Fusion Middleware Configuration Wizard - Page 10 of 21

Administration Server ORACLE
FUSION MIDDLEWARE

Create Domain i
Templates

Application Location
Administrator Account
Domain Mode and JDK

Server Name OCDE_AdminSeryer
Database Configuration Type

Listen Address | All Local Addresses hd
Compenent Datasources
Listen Port &440
JDBC Test
Advanced Configuration Enable S5L V|
Administration Server SEL Listen Port | &441
Nods Manager
Server Groups | Unspecifisd =
Managed Gervers
Clusters

Ssrver Templates
Coherence Clusters
Machines

Virtual Targets
Partitions AF';rt number must be between 1 and 85535, and different from listen portand coherence port.
Configuration Summary

Configutation Prograss

€—€—C— €€ C—OF—C—C——C——C—C——F3

Foal OF Canfinnration 7
Help < Back Next = Cancel

13. Select the Node Manager Type, and enter the Node Manager Credentials, then
click Next.

Figure 4-24 Node Manager Screen

Fusion Middleware Configuration Wizard - Page 11 of 21

Node Manager ORACLE
FUSION MIDDLEWARE

e
2 [¢
= (B
Bl
¥ (g

H]
B
|

Eh
: R
5
¢ 5
E e
-

Domain Mode and JOK Node Manages Type

Database Configuration Type o) Per Domain Default Location

I

2
ZERR
EEE
g g
s
@ 2
ER
" E

nent Datasourcs: Per Domain Custern Location
Nede Manager Home:

Manual Nodle Manager Setup

Node Manager Credentials

lode Manager

Username: weblogic
Managed Servers Password:
Clusters Confirm Password:

5

o (@
5
B
k)
5
T
]
I
7

herence Clusters

=

lachings

s

=
=
f=A
=
o

EealTaD Must be the sams as the password. Password must contain at lsast & alphanumstic characters with at |sast ons number
or special character.

€—€—€— € O—"C—F—C(——C—C——C—F

g
2
£t
o
I
E}
=
B

Configuration Frogress

Fnei Of Canfirnration =
Help < Back Next = Cancel

14. Click the Add button.
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Figure 4-25 Managed Servers Screen

>

Managed Servers

Create Domain

i
T
]
=
3

Elb
=k
ZE
S
7
g o

Domain Mode and JDK

Componsnt Datasources
JOBGC Test

E
g
i
g
z
5

Advanced Configuration

Administration Server

e
L g
3

o

lusters

enver Templates

5 @
ES
H
£
i
G
o
&
.

Machines

Virtual Targst:

-
B
E
B

I
Ef
g
g
g
S
E
=

Configuration Progress

€ ————F ]

Fral O Confirnirmtion
Help

Databass Configuration Type

Fusion Middleware Configuration Wizard - Page 12 of 21

ORACLE
FUSION MIDDLEWARE

o Adidl By X ) Discard Changes
Ssrisr Nams Listen Adclrsss Listen Port | Enabls S5L | SELListsn | Ssrisr Groups
Fort
<Back | Nexts Cancsl

15. Enter the Managed Server name and ports, then click Next.

Figure 4-26 Managed Servers Screen - Displaying Server Name

16.

Managed Servers

ol
i
i
[=]
5
=
£,

= |
@
E}
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H

pplication Location
Administrator Account

Dormain Mode and JOK

Compenent Datasources
JDBC Test

z & |&

i
A
> -
R
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e
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ES
]

Managed Servers

[#]

{usters

erver Templates

ﬁ

herence Clusters

F e

lachines

e
S |2
R
A

=

g
o
&
&
E]
H
&

Configuration Frogress

Frl O Canfinnration
Help

Database Configuration Type

Fusion Middleware Configuration Wizard - Page 12 of 21

ORACLE
FUSION MIDDLEWARE

o Adol Clone 3K Delete [5) Discard Changes
Server Name Listen Acciress Listen Fort | Enable 66L | ©6LListen | Server Groups
rl Fort
OCDS_ManagedServer_1 |All Local Addresses 2442 v/ 2443|| Unspecifisd
< Bark Next > Cancel

Click Next if skipping the cluster configuration, or click Add to enter information.
Then click Next.
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Figure 4-27 Clusters Screen

S Fusion Middleware Configuration Wizard - Page 13 of 21

Clusters ORACLE
FUSIDN MIDDLEWARE

Creats Domain
ap Adid X L5 Discard Changss

_‘
<
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) Application Location Clustsr Name Clustsr Addiress Frontend Host Frontend HTTP Frontend Dynamic Server
Fort HTTFE Fert Groups
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Domain Mode and JDK

Databass Configuration Typs

Component Datasources
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B
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B

Advanced Configuration

Administration Server

= |z
=12
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£ (F
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i
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F e [®
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Lo E1
D =2
5 |2
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Virtual Targst:

o
B
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g
g
g
o
H
=
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Configuration Frograss

A ——C—F ———————F —}

Fnd OF Confinnmation =
Help < Back Next » Cancel

17. Click Next if skipping the Server Templates, or click Add to enter the information.
Then click Next.

Figure 4-28 Server Templates Screen

>

Fusion Middleware Configuration Wizard - Page 14 of 21

TR ORACLE i )‘
FUSlUN MIDDLEWARE

o Addl X [ Discard Changss

ol
i
@
o
5
=
e
|

—
o
Ef
I
3

3
.
5
o
E
E
3
B

LT sl Com
Administrator Account

Listen Part SEL Listsn Port Enable 5L

Domain Mode and JOk
Databass Configuration Typs

Compoenent Datasources
JDBC Test

Achvanced Configuration
Administration Gerver
Node Manager
Managed Servars

Configuration Summary

Configuration Frograss

Fnei Of Canfinneation =
Help <Back Next > Cancel

18. Click Next if no changes are required.
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Figure 4-29 Coherence Clusters Screen

3

Coherence Clusiers

Create Domain
Templates

Application Location
Administrator Account
Domain Mode and JOK
Database Configuration Type
Component Datasources
JDBC Test

Advanced Configuration
Administration Server
MNode Manager
Managed Servers
Clusters

Ssrver Templates
Coherence Clusters
Machines

Virtual Targets
Fartitions

Configuration Summary

Configutation Progress

Fol O Canfirimation -
Help

Fusion Middleware Configuration Wizard - Page 15 of 21

ORACLE

FUSION MIDDLEWARE

) Discard Changss

Cluster Listen Port
7674

< Back Next = Cancel

19. Click Add to enter the machine information.

Figure 4-30 Machines Screen

Machines

I»

Create Domain
Templates

Application Location
Administrator Account
Domain Mode and JOK
Databass Configuration Typs
Component Datasources
JOBC Test

Actvanced Configuration
Administration Gerver
Nodle Manager
Managed Servars
Clusters

Server Templates
Coherence Clusters
Machines

Vintual Targets

Partitions

Configuration Summary

Configuration Frograss

Frcl OF Confinkation 3
Help

Fusion Middleware Configuration Wizard - Page 16 of 21

ORACLE

FUSION MIDDLEWARE

X
5 Disgard Changes

Node Manager Listen Address Node Manager Listen Fort

<Back Next > Cancel

20. Enter the machine and click Next.
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Figure 4-31 Machines Screen - Displaying Machine Name

Machines

Create Domain

. Templates

Application Location
Administralor Account
Dornain Modeand JDK
Database Configuration Type

Component Datasources
JOBC Test

Advanced Configuration
Administration Server
Nodie Manager

Managed Servers

Clustsrs

Server Templates
Ceherence Clusters
Machinas

Assign Gervers to Machines
Virtual Targsts

Partitions

—€—€—€€ 0 HHHH;}HHH ——C—€C—¥—J

Configuration Summary

Confinitation Pronress
Help

N
-

Fusion Middleware Configuration Wizard - Page 16 of 22

ORACLE
FUSION MIDDLEWARE
Maching | Unix Machine
i Adidl 3¢ Delets ) Disgard Changes
Name Nodie Manager Listen Adoiress Node Manager Listen Port
CCDS_Maching_1 localhost e 5550
< Bark Next = Cancel

Assign the managed server to the machine by selecting the managed server on the

left, and the machine on right, then click the right arrow.

Figure 4-32 Assign Servers to Machines Screen

Assign Servers fo Machines

Create Domain

4
o
=
=8
5

plates
, Application Location
Administralor Account
Dornain Mode and JDK
Datatase Configuration Type

Component Datasources
JOBC Test

Advanced Configuration
Administration Server

Node Managar

Managed Servers

Clustars

Server Templates

Coherence Clusters

Machines

Assign Servers o Machines
Wirtual Tamgets

Partitions

Configuration Summar

A —————

Confinration Pronrass
Help

22. Click Next.

Fusion Middleware Configuration Wizard - Page 17 of 22

ORACLE
FUSION MIDDLEWARE
| Servers Machines
£ OCDS_AdminServer ‘& Machine

@ OCDS_ManagedServar_1 ‘& [0CDS_Machine 1

Select one or more servers in the left pane andl one machine in the right pane. Then use the rightarrow butien =) to
assign the server or servers to the machine.

< Back Next » Cancel
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Figure 4-33 Assign Servers to Machines Screen - Servers Assigned

Fusion Middleware Configuration Wizard - Page 17 of 22 OIS
Assign Servers fo Machines ORACLE
FUSION MIDDLEWARE
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Server Templates

Coherence Clusters

=
i

Assign Servers fo Machines

Select one or more servers in the left pane and one machine in the right pane. Then use the right arrow button =) to
assign the server or servers o the machine.

o |s
= |2
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Configuration Summal
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Confiniration Pronress

Help = Back Next = Cancel

23. Click Next to skip virtual targets.

Figure 4-34 Virtual Targets Screen

k Fusion Middleware Configuration Wizard - Page 18 of 22

Virtual Targets ORACLE
FUSION MIDDLEWARE

Greate Domain =

— o Adal X ) Discard Changes

Templates

Application Location Nams Targst Host UFil Prafis Explict | Port Offsst
Harnss Fort

Administrator Account

Domain Mods and JDK

Dalabase Configuration Type

Component Datasourcss

JDBC Test

Advanced Configuration

Administration Ssrsr

Nodle Manager

Managed Servers

Clusters

Server Templates

Cohsrence Clustsrs

Machines

Assian Servers to Machines

Virtual Targsts

Partitions

Configuration Summary

Canfirnration Pronress
Help < Back Next Cancel

24. Click Next to skip partitions.
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Figure 4-35 Partitions Screen

r

Fusion Middleware Configuration Wizard - Page 19 of 22 ~ X

Partitions ORACLE
FUSION MIDDLEWARE

Create Demain 1

— o Addl b4 [5) Disgard Changes
Templates

Application Location Name
Aciministrator Account
Domain Mode and JDK
Database Configuration Type
Component Datasources
JDBC Test

Advanced Configuration

o Administration Server
Nodle Manager

Managed Servers

Clusters

Server Templates
Coherence Clusters
Machines
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Virtual Targets

Partitions
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Configuration Summary
Canfirnration Pronreses

Help < Back Next Cancel

25. Review the domain configuration, then click Create.

Figure 4-36 Configuration Summary Screen

k Fusion Middleware Configuration Wizard - Page 20 of 22 o x)
Configuration Summary ORACLE
FUSION MIDDLEWARE
o8 Create Domain 1 view. |Deployment «| | Name Basic Weblegic Server Domain
D Creats a tasic Weblogic Server d
Templates [ oeds_domain (U0 Twebaamin/proauctewle_ocasdof=] L owTPion  Creaiea basic WebLogic Server doma)
T = omar Author Crasle Corporation
Application Location a Location 01 webadimin/procluctsivls_occlshws|
T [] ochs_ManagedServer_1
Administrator Account ;
T B [ AdminServer Name Cracle Enterprise Manager
T Domain Modieand JOK = [ 0CDS_AdminSsrver Description  Enterprise Managsr
AppDeployment
Database Configuration Type & & ApgDeploy Author Cracle Corporation
il [ opssrest Location 01 Awebadimindprocluctsiwls_ccdstemy
Component Datasources [) DMS Application#12.2.1.1.0
T J— [) cohsrence-transaction-rar Name smasTemplate
T [ state-management-provider-memory- Description emas plugin Template
) Adlvanced Configuration 0 em Author Crarle Corporation
A Ne—— o & Ltrary Location 01 Awebadimin/procluctsivls_ccdstemy
T . [ oracledconfig-infra#2 0@12 2.1
Ll IENEREY °
T lodls Manager [} owasp esapif2.0@12.2.1 Name Cracle WSM Consols - Cors
Managed Servers [ oracle.bi joipsk11.1.1@0.1 ET‘C"F’““" g"'s‘e"g“" '|E”‘”‘a'“'e"'°"sa"°‘ o
I Clusters [ emapentalk_jar#12.4@12..0.40 L: ?r f:f:; m;nm'mfmd ictshwls_ocalsi
cation WD Awebadminfproductsivls_ocdsioral
T [ UN#1@12.2.130 & =
Senver Templates
1 [ sm_sdkoors_ppc_public_pojo_jar Name Cracte JRE
1 Coherence Clusters B emcoreclient_jar Description  Full JRF Domain Template
oracle.bi el webcenter.slibhl 021 2.4
. Author Crasle Corporation
. [] em_sncr#12.4@12.1.0.40 + | Location 01 i : oedsiora v
Assign Servers fo Machines (e DE| v
T o Select Create to accept the above opfions and sirt creating and configuring a new domain, To change ihe abeve
I il Nl arg =) configuration befors starting Domain Creation, go back to the relsvant page by selecting its nams in the |sft rans, or
e by using the Back bution
I, Gonfiguration Summary
:

Confinntation Pronress

Help < Back Create Cancel

26. Click Next. The Configuration Progress is displayed.
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Figure 4-37 Configuration Progress Screen

Configuration Progress
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Fusion Middleware Configuration Wizard - Page 21 of 22
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27. Click Finish at the confirmation page.

Figure 4-38 End Of Configuration Screen
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Confiriration Pronress
Help

Fusion Middleware Configuration Wizard - Page 22 of 22

_ORACLE

FUSION MIDDLEWARE

+# Oracle Weblogic Server Configuration Succeeded
New Domain ocds_domain Creation Succesded
Domain Location
{u01Awebadmin/oroductsiul
Admin Server URL
htps 844 %iconsole

ol cds domain

Finish

Cancel

O

Note:

enabled by default.

At this point the new node manager will have SecureListener

QA systems may prefer to disable this feature. If so, edit <DOMAIN

HOME>/nodemanager/nodemanager .properties and set
SecureListener=false.
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Figure 4-39 Example - SecurelListener Property

PropertiesVersion=12.2.1
AuthenticationEnabled=true
k!lodeManage rHome=/u@1/webadmin/products/wls_ocds/domains/ocds_domain/nodemanager
¥JavaHome=/u@1/webadmin/software/jdkl.8.0_73
Loglevel=INFO
DomainsFileEnabled=true
ListenAddress=localhost
NativeVersionEnabled=true
ListenPort=5556
LogToStderr=true
weblogic.StartScriptName=startWeblLogic.sh
Securelistenar=falsell
LogCount=1
QuitEnabled=false
LogAppend=t rue
weblogic.StopScriptEnabled=false
StateCheckInterval=500
CrashRecoveryEnabled=false
weblogic.StartScriptEnabled=t rue
LogFile=/u@l/webadmin/products/wls_ocds/domains/ocds_domain/nodemanager/nodemana
séger.log
LogFormatter=weblogic.nodemanager.server.LogFormatter
ListenBacklog=50

= In this case, after starting the Node Manager and WebLogic, set the Node

Manager's Type to Plain on the machine, by navigating to Home - Machines -

[machine] - Node Manager. Then click Save.

Figure 4-40 Node Manager Screen with Type Setting Plain

R\ﬁ Home Log Out Preferences Record Help Q Welcome, weblogic | Connected to: ocds_domain

Home >Summary of Machines

Settings for OCDS_Machine_1

Configuration | Monitoring | Notes

General | Node Manager

Save

This page allows you to define the Node Manager configuration for this machine. To contral a Managed Server from the console, Node Manager must be configured and running on the machine where the Managed

Servers are installed.

The settings defined on this page are used to configure cemmunication between the current domain and Node Manager instances that control Managed Servers, This page does not contral the configuration of the

Node Manager instances.

5 Type:

Listen Address:

Listen Port:

4 Node Manager Home:

&5 shell Command

Debug Enabled

Save

>OCDS_Machine_1

Servers

Returms the node manager type for the server or dlients on the server to use when

connecting to the NodeManager instance.  More Info...

The host name or IP address of the NodeManager for the server or dients on the

localhost
server to use when connecting to the NodeManager instance. More Infa...

5556 The port number of the NodeManager for the server or dlients on the server to use
when connecting to the NodeManager instance.  More Info...

More Info...

More Info...

Specifies whether communication with this Node Manager needs to be debugged.
When enabled, connections te the NodeManager from the server or di
server will result in more information sent to the server log. More

28
29
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= Finally, bounce node manager, and then WebLogic.
. Start the Node Manager ($SDOMAIN_HOME/bin/startNodeManager.sh).

. Start the Domain ($DOMAIN_HOME/bin/startWebLogic .cmd).

Note: Once the console is up you can start the managed server and
configure SSL (if needed)
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30. Start the Managed Server. If you are using the Admin Console, navigate to Home -
{Domain} - Summary of Servers - Control (tab), then select managed server and

click Start.
31. Configure SSL on Managed Server.

Figure 4-41 OCDS Managed Server

%ttmgsforO(DSJ'IanagedEerverﬁl
Configuration | Protocols | Logging | Debug | Monitoring | Control | Deployments | Services | Security | Motes
General | Cluster | Services | Keystores | SSL | Federstion Services | Deployment | Migration | Tuning | Overload | Concurrency | Health Monitoring | Server Start | Web Semvices | Coherence

Save

Keystores ansure the secure storege and management of private keys and trusted certificate authorities (CAs). This page lets you view and define various keystere configurations. These settings help you to
manage the security of message transmissions.

Keystores: Custom Identity and Custom Trust Change Which configuration rules should be used for finding the server's identity and trust
keystores?  More Info...
Identity
‘Custom Identity Keystore: Jul1/webadminfcerts/ The source of the identity keystore. For a JKS keystore, the source is the path and

file name. For an Oracle Key Store Service (K55) keystors, the source s the KSS
URL  More Infa...

Custom Identity Keystore Type: The type of the keystore. Generally, this is JKS. If using the Oradle Key Store

Service, this would beKSS  More Info...

Custom Identity Keystore Passphrase: The encrypted custom identity keystore's passphrase. IF empty or null, then the

keystore will be opened without a passphrase.  More Info..,

Confirm Custom Identity Keystore h

Trust

Custom Trust Keystore: Jul1/webadmin/certs/rustore The source of the custom trust keystore. For a JKS keystore, the source is the path
and file name. For an Oracle Key Store Service (KSS) keystore, the source is the
KSS URL  More Info...

Custom Trust Keystore Type: The type of the keystore. Generally, this is JKS. If using the Oradle Key Store

Service, this would beKSS  More Info...

Custom Trust Keystore Passphrase: The custom trust keystore's passphrase. If empty or null, then the keystore will be

opened without a passphrase. More Info...

Confirm Custom Trust Keystore Passphrase:

Save

Settings for OCDS_ManagedServer_1
knnﬁgumﬁm Protocols | Logging | Debug | Monitoring | Control | Deployments | Services | Security | Motes

General | Cluster | Services | Keystorss | SSL | Federation Services | Deployment | Migration | Tuning | Overload | Comcurrency | Health Monitoring | Server Start | Web Services | Coherence

Save

This page lets you view and define various Secure Sockets Layer (SSL) settings for this server instance. These settings help you to manage the security of message transmissions.

(] Identity and Trust Locations: Keystores| Change Indicates where SSL should find the server’s identity (certificate and private key) as
E—— well as the server's trust (trusted CAs). More Info...
Identity
Private Key Location: from Custom Identity Keystore The keystare attribute that defines the location of the private key file. Mare Info...
Private Key Alias: myalias The keystare attribute that defines the string alias used to store and retrieve the
server's private key. More Info...
5] Private Key Passphrase: T The keystare attribute that defines the passphrase used to retrieve the server's

private key. More Inf...

Certificate Location: from Custom Identity Kaystore The keystore attribute that defines the location of the trusted certificate. More
Infou.
Trust
Trusted Certificate Authorities: from Custom Trust Keystore The keystore attribute that defines the location of the certificate authorities. More
Info...
[ Advanced
Save
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OCDS (BDI) Job Admin

This chapter describes the procedure to install and deploy the OCDS (BDI) Job Admin
application on a WebLogic domain. The OCDS (BDI) Job Admin is an Oracle Retail
Bulk Data Integration component. Additional information can be found about the
Installation of a BDI Job Admin in the Oracle Retail Bulk Data Integration Installation
Guide.

Prerequisites

The installation of OCDS Job Admin component requires the existence of schemas in a
database prior to installation. These schemas are created and loaded in your database
using the Repository Creation Utility (RCU) described in the previous section, and the
steps outlined in the OCDS Schemas chapter of this document.

The target WebLogic Admin Server and Managed Server should be running.

The JAVA_HOME environment variable must be set.

Preparation
Perform the following procedure to install the OCDS (BDI) Job Admin Application:
1. Unzip ocds-jobadmin-deployment.zip.

2. Configure the conf/bdi-job-admin-deployment-env-info.json file with the
database and WebLogic domain details. This file is used by the deployment script.

a. Edit the Datasource definitions for JobAdminDatasource:

- jdbcUrl: Configure the jdbcUrl for all DataSources definitions in
DataSourceDef.

BatchInfraDataSource references a schema created using the WebLogic
RCU (<prefix>_WLS).

All other datasources reference the OCDS interface (ocds_ifc) schema cre-
ated during the prerequisite step: OCDS Database Creation.

OCDS (BDI) Job Admin  5-1
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Figure 5-1 Datasource Definitions

+ "BdiJobAdminDeploymentEnvingo™: {

"DataSourceDef”:{
"JobAdminDataScurce

lsJobAdminDataScurce™,
le.jdbc.pool.OracleDataSource”,
"jdbc/OcdsJcbAdminDataSource™,
jdbe:oracle:thin:@// :1521/ccdspdb”,
ocdaJobRAdminDataSourcelUserdlias”,

"jdbcPasswor ]
"dataSourceProperties™:{
"connectionPool MaxCapacity":™300™

1

I
"ReceiverServiceDataSource": |
"dataSourceName
"dataSourceClas.

sReceiverServiceDataSource™,
le.jdbc.pool.OracleDataSource”,
"jdbc/OcdsReceiverServiceDataSource”,
jdbc:oracle:thin:@// :1521/ocdspdb”,
ocdsReceiverServiceDataSourcelserilias”,

"jdbcPasswor ]
"dataSourceProperties”: |
"connectionPool MaxCapacity”:"300"

1

b
"BatchlnfraDataSource
"dataScurcelame

atchInfraDataSource”,
"dataSourceClass”:"oracle.jdbc.xa.client.OracleXADataSource”,
"dataSourcendiName”: "jdbc/BatchInfraDataSource”,
"jdbeUrl™:"jdbezoracle:thin:@// :1521/0cdspdb”,
2lias":"batchInfraDataScurceUserAlias”,

"datajourceName

obXmlDataSource",

"dataSourceClas acle.jdbc.xa.client.OracleXhDataSource™,

"dataSourcedndiName”: "jdbc/JobXmlDataSource™,
jdbc:oracle:thin:@// :1521/ocdspdb”,

job¥mlDataSourceUserAlias”,

"dataSourcePropercies™:{
"connectionPool MaxCapacity”:"300"

1
i
I

b. Edit the Middleware Server definitions for JobAdminAppServer
- webLogicDomainName: WebLogic domain name.
- webLogicDomainHome: WebLogic domain home directory.
— webLogicDomainAdminServerUrl: Server URL information.
— webLogicDomainAdminServerHost: Server host.
— webLogicDomainAdminServerPort: Admin Server port.
— webLogicDomainTargetManagedServerName: Managed Server name.

- JjobAdminUiUrl: Host and managed server port where Job Admin
application will be deployed. This can be setup with the HTTPS port.
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Figure 5-2 OCDS Setup HTTPS Port

- nMiddlewareServerDef": {

"JobhdminippServer”: |
"weblogicDomainName®: "ocds_domain®,
"weblogicDomainfome™: "/ull/webadmin/products/wls_ocds/domains/ocds_domain”,

i
¥

"weblogicDomainAdminServerUrl™: "t3://localhost:8440",
"weblogicDomainAdminServerProtocol™: "t3",
"weblogicDomainAdminServerHost": "

"weblogicDomainAdminServerPort™:
"weblogicDomainAdminServerUserAlias™

"CcdsAppServerhdminServerUseradlias”,

"weblogicDomainTargetManagedServerame”: FOCDS)Managedserver i),

"JobAdminUilrl™: "http://localhosts8442/ ocds-batch-job-admin™,

"jobAdminUiUserGrou;
"jobAdminUiUserh

: "BdiEdgeOcdsJobAdmingroup”,
cdsJobAdminUiUserAlias”,

"jobAdminUilUser™: "Gl OM WALLET",

"jobAdminUiPassword™:

_FROM WALLET",

"jobOperatorUillserGroup”: "BdiFdgedcdadobOperatorGroup™,
"jobOperatorUillserAlias”: "ocdaJobOperatorUillserilias™,
"jobOperatorUilUser™:"GET_FROM WALLEI",

"jobOperatorUiPasswort

"jobMonitorUiUserGroup'

"GET_FROM WALLET",

: "BdiEdge0cdsJobMonitorGroup”,

"jobMonitorUiUserAlias™: "ocdsJobMonitorUiUserAlias™,

"jobMonitorUiUser™:

GET_FROM WALLET",

"jobMonitorUiPassword™: "GET_FROM_WALLET"

"JobhdminApplication™: |

"appliame™: "ocds™,
" JobhdminZpplses”: [

Job Admin Installation

[

1

JobAdminDataScurce”,
JobAdminAppServer”,

"RemoteJobhdminAppServers™: []

Perform the following procedure to install and deploy the Job Admin Application.

1. Change to the ocds-jobadmin-deployment/bin folder and execute the version

bdi-job-admin-deployer script for the o/s using the switches:

-setup-credentials -deploy-job-admin-app

On Linux:

./bdi-job-admin-deployer.sh -setup-credentials -deploy-job-admin-app
On Windows:

bdi-job-admin-deployer.cmd -setup-credentials -deploy-job-admin-app

a. There will be one prompt for a WebLogic user credential:

— Enter username for alias (OcdsAppServerAdminServerUserAlias):

Enter the WebLogic Admin Server credentials.

Figure 5-3 OCDS App Servers Admin Server User Alias

b. There will be three prompts to create JobAdmin user credentials:

— Enter username for alias (ocdsJobAdminUiUserAlias):

Enter credentials to be used to create the Admin user.

— Enter username for alias (ocdsJobOperatorUiUserAlias):

Enter credentials to be used to create the Operator user.
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Figure 54

Enter username for alias (ocdsJobMonitorUiUserAlias):

Enter credentials to be used to create the Monitor user.

Prompts to Create JobAdmin User Credentials

b-admin):

ntime cr

red for io

c. There will be four prompts for database user credentials. Three of the four
credentials are for the OCDS Interface User named ocds_ifc.

Figure 5-5

Enter username for alias (ocdsJobAdminDataSourceUserAlias):

Enter the credentials for the OCDS Interface schema user. The username
must be ocds_ifc. The password was defined as a prerequisite in the
Chapter 3, "OCDS Schemas".

Enter username for alias (ocdsReceiverServiceDataSourceUserAlias):

Enter the credentials for the OCDS Interface schema user. The username
must be ocds_ifc. The password was defined as a prerequisite in the
Chapter 3, "OCDS Schemas".

Enter username for alias (batchInfraDataSourceUserAlias):

Enter the credentials for the <prefix>_WLS schema created during the
Repository Creation Utility (RCU) step.

Prompts for Database User Credentials

racle:thin:@//

e) jdbeurliyd e:thin:@/,

Verify Installation

After the OCDS (BDI) Job Admin application has been successfully deployed you
should be able to access and log into the application's user interface.

1. Verify that the BDI Job Admin has been deployed.

a. Gotohttp[s]://<host>:<port>/ocds-batch-job-admin/

Example: https://example:8443/ocds-batch-job-admin/

b. At the prompt enter one of the Job Admin User credentials created during the
installation.
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Figure 5-6 Job Admin User Credentials

Sign in

hitps:// 18443

Username | wsername ‘
Passward | ......... ‘

m | fonee! ‘

c. The OCDS Job Admin Ul displays.

Figure 5-7 OCDS Job Admin Ul

ORACLE OCDS BATCH JOB Viescome. ccdsadmin

Wed Ot 24 11:14 POT 2018 @

LRSS wanage Batch Jous_|_Trace Data__Diagnostics | _Manage Conngurasons ] _system Logs

System Summary

Batch Application System Heath | Total Joos Total Exesutions Total Suctesstul Exscutions | ‘Total Faied Executions
OCDS-BATCH @ ® ] o | o
Latest Job Executions
Enler job name 1o saarch )
ok Nama Farty instanca la Exscution Id Stant Tiwe St
St anior B afilates. AN rights rasarved
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OCDS (RIB) Injector

This chapter describes the procedure to install and deploy the OCDS (RIB) Injector
application on a WebLogic domain.

Prerequisites
The target WebLogic Admin Server and Managed Server should be running.

The JAVA_HOME environment variable must be set.

Preparation
Perform the following procedure to install the OCDS (RIB) Injector Application:

1. Configure the conf/bdi-job-admin-deployment-env-info.json file with the
database and WebLogic domain details. This file is used by the deployment script.

a. Edit the Datasource definitions for InjectorDataSource.

—  jdbcUrl: This is the jdbc URL needed to connect to the OCDS
Transactional schema. The OCDS Transactional (ocds_txn) schema was
created during the prerequisite step: OCDS Database: Database Creation.

Figure 6—1 jdbc URL

"InjectorDeploymentEnvInfo": {

"DataSourcebef":{
"InjectorDataSource":{
"dataSourceName":"InjectorDataSource",
"dataSourceCla oracle.jdbc.pool.0OracleDataSource”,

"dataSourcelndiName":"jdbc/InjectorDataSource",
"jdbclUrl":"jdbc:oracle:thin:@/ :1521/ocdspdb ™,
"jdbcUser ":"InjectorDataSourcellserflias",

"jdbclls GET_FROM_WALLET",
"jdbcPassword" :"GET_FROM_WALLET"

b. Edit the Middleware Server definitions for InjectorAppServer.
- webLogicDomainName: WebLogic domain name.
- webLogicDomainHome: WebLogic domain home directory.
— webLogicDomainAdminServerUrl: Server URL information.
— webLogicDomainAdminServerHost: Server host.
— webLogicDomainAdminServerPort: Admin Server port.

— webLogicDomainTargetManagedServerName: Managed Server name.

OCDS (RIB) Injector 6-1



Injector Installation

Figure 6-2 Middleware Server Definitions

"MiddlewareServerDef":{
"InjectorAppServer":

"weblogicDomainName": "ocds domain”,

"weblogicDomainHome": "/u@l/ 1.
"weblogicDomainAdminServerUrl": "t3://localhost:8440",
"weblogicDomainAdminServerProtocol”: "t3"

"weblogicDomainAdminServerHost": "localhost",

"weblogicDomainAdminServerPort '844@",
"weblogicDomainAdminServerUserAlias": "OcdsAppServerAdminServerUserAlias",
"weblogicDomainTargetManagedServeriame" : "DCDS_ManagedServer 11',

"injectorIntegraticnUserGroup":"IntegrationGroup",
"injectorIntegrationUserAlias":"IntegrationlUserAlias"”,
"injectorlntegrationl - UGET_FROM_WALLET",
"injectorIntegrationPassword":"GET_FROM_WALLET",

Injector Installation
Perform the following procedures to install and deploy the Injector application.

1. Change to the ocds-injector-deployment/bin folder and execute the version of
injector-deployer script for the o/s using the switches:

-setup-credentials -deploy-injector-app
On Linux:
./injector-deployer.sh -setup-credentials -deploy-injector-app
On Windows:
injector-deployer.cmd -setup-credentials -deploy-injector-app
a. There will be one prompt for WebLogic user credentials:
— Enter username for alias (OcdsAppServerAdminServerUserAlias):

Enter the WebLogic Admin Server credentials.

Figure 6—-3 WebLogic User Credentials

b. There will be one prompt to create the Integration User:

— Enter username for alias (IntegrationUserAlias):

Enter credentials for the integration user. These credentials will enable RIB
to communicate with OCDS.

Note: Password must not start with a number.

Figure 6—4 Integration User

c. There will be one prompt for database user credentials.
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— Enter username for alias (InjectorDataSourceUserAlias):

Enter the credentials for the OCDS Transactional schema user. The user-
name must be ocds_txn. The password was defined as a prerequisite in

Chapter 3, "OCDS Schemas".

Figure 6-5 Prompt Database User Credentials

dbc:oracle:thin: @

Verify Installation

If the OCDS (RIB) Injector application has been successfully deployed then you should

be able to verify the application is reported with an OK health status, and invoke a
SOAP Web Service call from a tool like SOAP UL

1. Verify the OCDS Injector Application (injector.war) is deployed and has a status
of Active on the WLS Console.

2. The injector deployment can be more thoroughly verified by using the SOAP Ul

(http://www.soapui.org). Out of the box, the Injector is secured with RGBU

PolicyA.

To configure SOAP Ul to make SOAP requests:

a. Add trusted SSL certificate to SOAPUI truststore. See SOAPUI preferences for
location of truststore.

Figure 66 SOAP Ul Preferences

SoapUl Preferences

SoapUI Preferences

Set global SoapUl settings

HTTP Settings

Proxy Settings

SSL Settings

WSDL Settings

Ul Settings

Editor Settings

Tools

WS-I Settings

Global Properties

Global Security Settings

WS-A Settings

Global Sensitive Information Tokens

Version Update Settings

AlertSite Connector Plugin

KeyStore: fetools\soapU-4 6.0\jrelib\security\ cacerts

| [Browee.]

KeyStore Password:

Enable Mock S5L: [[] enable SSL for Mock Services

&7

Mock Port: \

Mock KeyStore:

| [Browse..‘l

Mock Key Password:

\
Mack Password: ‘
\
Mack TrustStore: \

| [Browse]

Mock TrustStore Password: |

Client Authentication: requires client authentication

b. Create a new SOAP Project.

OCDS (RIB) Injector
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The WSDL location is https://<host>:<port>/
/ApplicationMessageInjectorBean/InjectorService?WSDL.

Figure 6—7 SOAP Project

4% New SOAP Project

New SOAP Project {{?}

Creates a WSDL/SOAP based Project in this workspace

Project Name: |ImecturSEN|ca |

Initial WSDL: | 57002/ ApplicationMessagelnjectorBean/InjectorServic ENVSDL” l Browse... ]

Create Requests: [¥] Create sample requests for all operations?
Create TestSuite: [ ] Creates a TestSuite for the imported WSDL

Relative Paths:  [_] Stores all file paths in project relatively to project file (requires save)

c. Create an outgoing WS-Security Configuration (from Show Project View).

Figure 6—8 WS-Security Configuration

B InjectorService
[ Overview | TestSuites | WS-Security Configurations || Security Scan Defaults |

L2)

f QOutgoing WS5-5ecurity Configurations r Incoming WS5-Security Configurations r Keystores r Truststores

+ X @
Name | Defutt Usernamey...| Defauit Password | Actor [ Must Understand

v

FRET I

va

d. Click the Plus sign to specify a unique name.

Figure 6-9 Name for Configuration

I IjectorService
["Ovenview | TestSuites | WS-Security Configurations || Security Scan Defaults |

| Outgoing W5-Security Configurations | Incoming WS-Security Configurations | Keystores | Trus

+ X
Name | Defautt Username...| Default Password | Actor | Must Unde

New Qutgoing WSS Configuraticn P
o Specify unique name for configuration
FX3 [cutgoing |
+X ~ v
»

e. Click the Plus sign in lower section to add user name WSS Entry.
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Figure 6—-10 Add User Name to WSS Entry

BB InjectorService o

r Overview r TestSuites rWSrSEcthy Configurations rSecumyS:an Defaults ‘

[ Outgoing WS-Security Configurations | Incoming WS-Security Configurations | Keystores | Tru
+ X

Name | Defauit Username;..| Default Password | Actor | Must Unde
Outgoing

ks

Add WSS Entry =

Select type of entry to add
av A

+ X Username [ | —
= Err—
—

f. Enter the Integration user's username and password for the integration user
and set the Password Type to PasswordText. (The user was defined when
deploying the Injector.)

Figure 6-11 Set Password Type

M InjectorService L=l [ 1]
r Overview r TestSuites rWS-Secur\ty Configurations rSeculilyScan Defaults ‘
@
f QOutgoing WS-Security Configurations r Incoming WS5-Security Ce i r Key r T
+ X ) @
Name | Default Usermamey..| Defauit Password | Actord | Must Understand
Outgoing
v
+ X~
Username 3| Username: | mylntegrationUser |
Password: ssssssssess ‘

Add Nonce: [¥] Adds a nonce
Add Created: Adds a created

g. Click the Plus sign in the lower section to create a timestamp WSS entry.

Figure 6-12 Create Timestamp WSS Entry

I InjectorServic

["Ovenview | TestSuites | WS-Security Configurations || Security Scan Defaults |

[ Outgoing W-Security Configurations |  Incoming WS-Security Cenfigurations || Keystores ||

+ X
MName | Default Usemamey... Default Password | Actor | Must!

Outgoing

Add WSS Entry [ =

A Select type of entry to add
ax Timestamp -
L
: o

Username »| Usernam “

Password: [

AddNonce:  [¥] Adds a nence
Add Created: Adds a created
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h. Set the time to live to a large enough number to account for any network
latency.

Figure 6—-13 Set Time to Live Entry

M InjectorService

| Overview | TestSuites | WS-Security Configurations || Security Scan Defaults |

(7)
[ Outgoing W5-Security Configurations || Incoming WS-Security C: ions | Key I
+ X o
Name Default Username/...| Defaut Password | Actor | Must Understand
Outgoing []

P
+X -~
Username
Timestamp

4
> Time To Live: [s000]

Millisecond Precision: [¥] Sets precision of timestamp to milliseconds

i. The Inject Service has two operations. For each Operations' Request.

— Add a New Authorization: Basic

Figure 6—-14 Add New Authorization

i Requestl

Py uBEOLE
= |2 «soapenv:Envelope xmins scapenv="hitp://schemas. xmisoap.
<spapenv:Header’s
= <soapenv:Body>
= <vipings
<parameters=Hello World</parameters>
<Iv1:ping=
=/soapenv:Body>
</soapenv:Envelopes

per” xming:v1="hlp: v ww. oracke. comretd = | §

Raw | 3

5 Add Authorization =)

Add Authorization

| 1w

Autherization: Add New Authorization... | w—— (7}

Not Yet Configured
Authorization has not been set for protected services,
Use the Autherization drop down to configure.

T ——— | 2]

Auth| Headers (0) Attachments (0) WS-A WS-RM

-  Select the name you used for the Outgoing WSS.
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Figure 6-15 Outgoing WSS

%% Requestl

by BEOLE D @y 7002/Applicati InjectorBean/InjectorService
5 [ <soapenv:Enveiope xmins:soapen="Titp:/schemas xrisoap.org/soap per xmins.v1="htipi/lwiww.oracke.comiretal = | §
= «<soapenv:Header/
B <scapenv.Body=
: !
& |E  «tpings
=parameters=Hello World«/parameters=
<iliping>

</soapenv:Body=
</soapenv.Envelope>

(=T

Username: | ‘
Password: [ |
Domain: [ |

Pre-emptive auth: (3) Use global preference

() Authenticate pre-emptively

Outgoing WSS:

Tncoming WSS:

j-  Onthe WS-A tab make sure Enable WS-A addressing is not selected.

Figure 6-16 WS-A Tab

i¢ Requestl

P BEOLED @y 7002/Applicati it

ctorBean/InjectorService

B <soapenv:Envelope xmins:soapenv="hitp:/ischemas.xmisoap.orgisoapis
<spapenv.Header/>
B <soapenv.Body>
B <viping-
<paramsters=Hello World<iparamatars=
<fvl:ping=
<isoapenv:Body>
<lsoapenv:-Envelopes

Rawr | XML

pel” xmins:v1="http://www.oracle.com/reta | 3

Enable W5-A addressing: [m]
Must understand:

WS-A Version:

Add default wsa:Action: [] Add default wsa:Action

Action: | Rttp/wanw.oracte.comyretailibyintegration/services/Injector|

Add default wsaiTo: [] Add defautt wsa:Te

To: | |

Reply to: [ |

ReplyTo Reference Parameters:

N

Generate MessagelD:
MessagelD:

From:
Fault to:

FaultTo Reference Parameters:

Relates to:

Bl bin b

[] Randemly generate Messageld

| :

B Auth Racia) Headsre M

[ e 1

Attarhmante M | We-a 1 we-rmM

k. Create a valid request and send it. The request is now using policy A.
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Figure 6-17 Create Valid Request

%% Request1

L i R A ﬂ‘https:/.‘ 17002/ ApplicationMessagelnjectorBean/InjectorService ['] T+ D
5 [F2 <soapenv:Envalope xmins:soapens="hiip /schemas xmiscap org/soapianvelopel xmins:v1="h{ <] N 5 [ <5Envelope xmins:env="fp:/schemas xmisoap.oro/soaplenveloper xmins 5="Tiip:ischemas xmisoap org/soaplenvaiap] =]
£ | zsoapenv:Header/- £ |2 <envHeader-
[ <soapenv:Body= l= |2 <wsseSecurty 5 mustUnderstand="1" xmins:wsse="http:/docs.0asis-open. org/wss/2004/01 /0asis-200401-wss-w
E O <vlpings E &} <wsuTimestamp xmins:wsu="http:/docs.0asis-open.ora/wss/2004/01/0asis- 200401 -wss-wssscurity-utilty-1.0 xs
<parameters=-Hello World</parameters:= e <wsu:Created-2018-05-17T21:13:15Z</wsu:Created=
<iT:ping= W Expires=2018-05-17T21:14:15Z</wsu:Expires=
<isoapenv:Body> <lwsuTimestamp=
<isoapenv-Envelope>

<Iwsse:Security=
<lenv:Headers
E  <SBodys
5 <w:pingResponse xmins v="htp
<result=Service(com.retek.rib. 2ee’
</wpingResponse=
</S:Body>
</ Envelopes

+.oracle.comretailrib/integration/services/njector Servicenv1™s
\lector.impl.ApplicationMessagelnjsctorBean) pinged with data(Hello World).</resi

Header [ Value
X-DRACLE-DMS-ECID 2ceD6b67-d772-4adc-9140-6175cec70376-000000ee
Date Thu, 17 May 2018 211315 GMT
Transfer-Encoding chunked
X-ORACLE-DMS-RID 0
sstatucs HTTPAL1 200 OK
Content-Type tetfuml; charset=utf-8

L
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OCDS (ORDS) Web Services

This chapter describes the process to deploy the configured ords.war file onto the
OCDS domain.

Prerequisites

The prerequisites and steps outlined in the OCDS Schemas chapter have been
completed.

The target WebLogic Admin Server and Managed Server should be running.

The JAVA_HOME environment variable must be set.

Preparation

The OCDS Web Services leverage Oracle REST Data Services (ORDS). Perform the
following procedure to prepare for the installation of ORDS.

1. Unzip ocds-ords-deployment. zip.
2. Copy the configured ords.war file into the /dist folder.

Deploy ORDS

Perform the following procedure to deploy the ORDS web application onto a
WebLogic Domain:

1. Configure conf/ords-deployment-env-info. json file with the database and
WebLogic domain details. This file is used by the deployment script.

a. [Edit the Middleware Server definitions for OrdsAppServer.
- webLogicDomainName: WebLogic domain name.
- webLogicDomainHome: WebLogic domain home directory.
— webLogicDomainAdminServerUrl: Server URL information.
— webLogicDomainAdminServerHost: Server host.
— webLogicDomainAdminServerPort: Admin Server port.

— webLogicDomainTargetManagedServerName: Managed Server name.
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Figure 7-1 Middleware Server Definitions for OrdsAppServer

"OrdsDeploymentEnvInfo": {

"MiddlewareServerDef":{
"OrdsAppServer": {

"weblogicDomainName": "ocds_deomain",
"weblogicDomainHome": "/uBl/webadmin/products/wls_ocds/domains/ocds_domain",
"weblogicDomainAdminServerUrl": "t3://localhost:8448",
"weblogicDomainAdminServerProtocol": "t3",
"weblogicDomainAdminServerHost": "localhost"”,
"weblogicDomainAdminServerPort": "8440",
"weblogicDomainAdminServerUserAlias": "OcdsAppServerAdminServerUserAlias”,
"weblogicDomainTargetManagedServerName: "QOCDSIManagedServer 1",

"ordsIntegrationUserGroup"
sIntegrationUs:
"ordsIntegration
"ordsIntegrationPa

cdsMonitorGroup",
"IntegrationUserAlias",
GET_FROM_WALLET",
ord":"GET_FROM_WALLET",

}

"OrdsApplication":{
"appMName" :"ords",
a ol o

sAppServer"

2. Stop and restart the Managed Server and the Admin Server.

3. With the WebLogic Admin Server and the Managed Server running, change to the
ocds-ords-deployment /bin folder and execute the version ords-deployer script
for the o/s using the switches:

-setup-credentials -deploy-ords-app
On Linux:
./ords-deployer.sh -setup-credentials -deploy-ords-app
On Windows:
ords-deployer.cmd -setup-credentials -deploy-ords-app
a. There will be one prompt for WebLogic user credentials:
— Enter username for alias (OcdsAppServerAdminServerUserAlias):

Enter the WebLogic Admin Server credentials.

Figure 7-2 WebLogic User Credentials

b. There will be one prompt to create the OCDS Integration User:

Enter the credentials for the OCDS Integration user. These credentials will
enable an Omnichannel application, such as the Xstore Suite, to communicate
with OCDS.

Note: Password must not start with a number.
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Figure 7-3 OCDS Integration User

Verify Installation

If the OCDS web services have been successfully installed then you should be able to
request a JSON response from one of the OCDS REST resources.

1.

Test by invoking a REST endpoint using a tool like curl (or SOAPUI, and so on).
Curl is used for demonstration purposes.

httpls]://host[:port]/ords/<path-prefix>/omnichannel /metadata-catalog/

where

<path-prefix> is the prefix (defined in a previous step) that must occur at the
start of the request path

curl -1 -k --user ocdsXstoreUser:ocdsXstoreUserl
https://example:8443/ords/ocds/omnichannel /metadata-catalog/

Figure 7-4 Request Path

[C=n>curl —i -k ——user ocdsXstorelser:ocdsistorelserl https:// :8443/ords/ocds/omnichanne l/metadata—catalog”
HITP~1.1 280 OK
Date: Wed, 24 Oct 20818 21:37:83 GMT
[Transfer—Encoding: chunked
: application/json
—Ei H 553784-b55e—4efB-?h81-2aalh5f14abc-BAAAAA3E
IN

ioj AMEQ]
ie: JSESSIONID=jfuofAmyxr5wikFRABKE jUDcGhBArhkkR116XCHFaCHynmiSHQKdx?-3888A329@; path=/; HttpOnly
ie: _WL_AUTHCOOKIE_JSESSIONID=1MwMsYkLGQHk1U6uEhHNL; path=/; secure; HttpOnly
[*—ORACLE-DMS—RID: @

[{"items":[{"nam

", links "z [{ " i 3 psiss : X somnichannel vl iten"?,{ " re
hanne l/metadata—catalog vl itens ion', " icati Uy {"rel”: "alternate ", “href i thitps 1/ atxd
ediaType": "application/openapi+json' 13, wr inks": [{"pel" ref 'z "https 1 /7. 8443/0rd
>
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